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ation Company

he question is: How do you define success—in ways that meet both the
system integrator and customer expectations—and how do you achieve it?

Defining Success

At its core, a successful system integration company requires a product that
serves specific market needs, a staff dedicated to delivering that product, and a
base of satisfied customers who keep coming back.

With these core requirements in mind, there are three goals that help define a
successful system integrator:

= Satisfy clients, repeatedly. Deliver consistent, professional, high-
quality integration solutions that meet customer needs, on time and on budget.
Develop a trusting relationship with your clients; be a true partner, rather than
merely a supplier.

= Provide a fulfilling working environment for employees.
Employee disgruntlement and turnover can derail the most ambitious strategic
plan. Keep your people busy and challenged, as well as highly confident in the
company’s stability and success. Treat them with respect and allow them to enjoy
a balanced life.

= Make a profit. Profits provide the fuel for growth, and at the end of the
day are the reason we are all in business.

Overlaying these goals must be the company’s vision for success. Most impor-
tant, the staff must share the vision, the product must support it, and customers
must buy into it. Implementing this vision requires a strategic plan to achieve its
purpose. Once key people have developed the plan and shared it with the rest of
the company, it must be reviewed periodically to be sure that it remains in line
with ever-changing business realities.

Building the Team

Assembling an effective system integration team requires a carefully formulat-
ed strategic hiring and retention plan so that you can attract and keep the best
people for whatever jobs need to be done. You must also make sure you give them
the necessary tools and support to ensure the team’s success and the maximum
possible productivity. When you bring new people on board, share your vision and
overall goals with them to help minimize misunderstandings, false starts, and mis-
direction. Such learning-curve distractions cost time and money and reduce a
company’s chances for real success. Set aggressive but realistic objectives for the
team and each of its members. A member who cannot measure up after numer-
ous attempts to do so must be removed to increase the likelihood of the team’s
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long-term success.

Four Quadrants of Integrator Risk Management

Each team member should have multiple skill sets
so that no one person becomes indispensable to the

TECHNOLOGY

company—oputting the business at risk if that person is

unavailable for a project. Even the company president DON'T KNOW

should be able to go on vacation without interfering
with the company’s day-to-day activities. This approach

ensures that the loss of any team member will not com- Q1 Qs
promise the team’s ability to meet its objectives. MAKE MONEY EXPAND TECHNOLOGY
|<£ BASE
Performance and Reputation E
To maximize the performance of your people, infra- - g
structure, and intellectual property, you must run an = E Q2 Q4
operation that is both lean and agile to permit you to [; EXPAND CLIENT BASE BE AFRAID
react to ever-changing markets and technologies. This S

is especially important for system integrators, as they
are typically the smallest company involved in the sys-
tem project—responding to the expectations of the
client and product vendor.

Key to this agility is what should be a system inte-
grator's primary core competency—effective project
management. Achieving sound project management
requires establishing the best possible procedures and
providing the best reporting tools. This level of control
and visibility smoothes out the problems that will
inevitably arise in a system integration project and
helps avoid major surprises.

Increasing your opportunities for success means
minimizing risk—for you and your client. Your ability to
minimize risk is core to your recognition as a premier
system integrator partner, but it requires intimate
knowledge of the industry, the client, and the relevant
technologies.

The Quadrants  of Risk
Management” graphic can help ascertain the benefits

“Four Integrator
and risk of a project to the system integrator.

Operating in Quadrant 1 is heaven for a system inte-
grator, because this is where you know both the clients
and the technologies.

In Quadrant 2, the system integrator knows the
technology, but not the customer. The advantage here
is that you have an opportunity to broaden your cus-
tomer base by showcasing your expertise with a partic-
ular technology to the client’s benefit.

Managing the risks facing a system integrator means managing the knowns and unknowns

of customers and technologies.

Knowing the customer well, but being unfamiliar
with the technology is the scenario in Quadrant 3. But
with an understanding and known client, this scenario
provides the opportunity to expand your technology
base.

Quadrant 4 is the only area you want to avoid—as
this is likely a no-win situation, because it involves
unfamiliar technologies and clients. As soon as some-
thing goes wrong in this scenario, the system integrator
will have real problems; and you can rest assured that
something will go wrong.

Which brings us to the topic of your company’s rep-
utation—your most important asset. An image of qual-
ity and reliability wins customers and can minimize
repercussions when you make real mistakes. You can
earn this type of reputation by admitting errors when
they occur and making every conceivable effort to cor-
rect them.

Third-Party Verification

When approaching any potential new customer, it is
important to have references—customers or others
sufficiently familiar with your business to vouch for
your integrity and capabilities. A customer list can pro-
vide such assurances, but the prospect knows that if
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you provide a list, you will include only customers who
are satisfied with what you have to offer. Working with
an independent body that can attest to your practices
and performance lends much more credibility to what-
claims you might make.

The Control and Information Systems Integrators’
Association (CSIA), for example, has established a best
practices\and benchmark program that is required to
istered CSIA member status. Meeting these
fa assures prospects that an integrator is a viable
business and not merely a “fly-by-night” operation.

CSIAs benchmarks and best practices define
requirements, though not the methods to meet those
requirements. Requirements verified through CSIA
include: Do you have a documented disaster-recovery
plan? Have you tested it? Do managers receive key per-
rmance indicators in a timely fashion? Do they mon-
a project’s percent completion to ensure that it is

integrators operation:
eral management. The company must
demonstrate a proper business foundation for long-
term survivability. Criteria include the company’s
organization, facilities, equipment, computer-system
management, and loss prevention.

= Human resources. Your handling of employ-
ee hiring and retention profoundly affects your ability
o fulfill obligations.
= Project management. You must demon-
strate a comprehensive procedure to plan and execute
the job at hand. In addition to the planning itself, cri-
teria intlude project process, establishing and main-
taining adequate design standards, setting up a pro-
sure project quality, maintaining proper doc-
umentation, testing the resulting system, and safety
training for project participants.

® Quality management. Successfully serving

CSIA

clients’ needs demands a proactive approach to quality
and continuous improvement in a variety of business
areas, including customer service.

= Financial management. The ability to plan,
manage, control, and report the status of the company’s
financial resources is the cornerstone of long-term via-
bility. Financial management issues include invoice
preparation, billing procedures, and adherence to gen-
erally accepted accounting practices.

= Business development. A company’s meth-
ods for developing proposals, negotiating contracts, and
maintaining client relationships directly affect its sus-
tainability, workload, and viability, Managers must
ensure the accuracy of qualification materials, estab-
lish guidelines for fairly defining each project’s scope of
work, adhere to estimating and pricing standards, elim-
inate hidden costs from contracts, and allocate liability
and risk fairly.

= Technical management. Companies must
demonstrate an ability to develop and manage techni-
cal solutions and infrastructure, establish and maintain
testing standards, provide training, and practice system
configuration and re-use management.

Conforming to CSIAs best practices establishes
your company as a trustworthy system integrator.
Adhering to these practices year after year—CSIA reg-
istration requires auditing every three years—also pro-
vides the opportunity to regularly review and tighten up
existing procedures.

Succeeding as a system integrator requires having a
coherent vision and setting goals based on that vision.
You must also establish business practices that assure
your customers and prospects that you will be there
when they need your assistance even after project com-
pletion. After all, as much as you want them to come to
you with the first project, you want them coming back.
And that, ultimately, defines system integrator success.

Don Ulrich is president of Stone ‘lechnologies, a sys-

tem integration company based in Chesterfield, MO. ®

The Control and Information Systems Integrators Association, the largest organization of its kind in North
America, comprises more than 200 members and nearly 50 associate members, including 23 international
members in 11 countries. CSIA establishes a standard of good business practices that member companies
must meet, including a best-practices and benchmark audit on the business aspects of their operations,
which must be repeated every three years. Compliance includes developing a procedure for self-evaluation
and a mechanism for outside review. For more information, visit www.controlsys.org.
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PROACT

Anticipate. Make better business decisions faster—with the industry’s only
combined Production and Performance Management software solution.

In business, expensive stuff happens. By the
minute. So why be reactive when you can
be proactive? Quickly predict problems
before they appear. And exploit opportunities
before they vanish. Look to Wonderware—
the only software provider that combines
production and performance management
capabilities into one, powerful solution.
Wonderware enables you to dynamically
optimize production to meet business
objectives on a real time basis. Transform
STECTU, plant intelligence into business
g" 0 = intelligence—empowering users at
(( _all levels to make better, proactive
%' & ) . . )
cyesse  business decisions in real time.

Every system in your plant,
% concert™

1

www.wonderware.com/ad/ppm

Leverage real-time production information
like capacity, WIP, efficiency and more—by
seeing it in context with critical business
factors such as material, labor, energy
costs, and sales forecasts. All using your
existing manufacturing and IT assets. So
instead of making decisions after-the-fact,
you’re taking proactive measures before it
impacts your business. Go ahead, be proactive.
Starting now. Contact Wonderware and see
what our total automation and information
software solution can do for you. To learn
more visit www.wonderware.com/ad/ppm.

Invensyse

Yool

Powering intelligent plant decisions in real time.

©2005 Invensys Systems, Inc. All rights reserved. Invensys; Wonderware; ArchestrA; and “Every system in your plant, working in concert.” are trademarks or service marks of Invensys plc, its subsidiaries and affiliated companies.
All other brands and product names may be the trademarks or service marks of their respective owners.
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During the inaugural session of the Wonderware and Microsoft
Solution Provider Conference, system integrators voiced their
questiens about security, patch installations in regulated environments,

legal issues, and the business benefits of Microsoft .NET.

Panel members (l-r):
Sherwood, Sowell, Walsh,

Pring, and Voigtmann.

System Integrators

fforded the opportunity to ask questions
directly to a panel of Wonderware and
Microsoft experts, as well as a lawyer and
system integrator firm representative, the
in attendance at the first

system integrators

Wonderware -and Microsoft Solution Provider
Conference in Newport Beach, CA, on Nov. I and 2,
2005, did not hold back.

Presented with a panel that included two
Wonderware vice presidents—Tim Sowell and Mike
Pring; Mark Voigtmann, senior partner at the legal
firm of Baker and Daniels LLP; Gerald Walsh, devel-
oper evangelist at Microsoft Corp.; and the president
of one of the larger system integrator firms in atten-
dance—Bill Sherwood of Progressive Software
Solutions, attendees had the chance to ask questions
on a variety of topics. Some of the questions present-
ed to the panel resulted from tabletop discussions the
day before the roundtable, others came directly from
the audience.

Following is a sampling of some of the more perti-
nent questions put to the panel.

Q: With all of the new technologies constant-
ly being released—especially those related
security—how do we keep up with these
advances and differentiate between what's
important and what'’s not?

Mike Pring, Wonderware: At Wonderware
we actually have a dedicated team that spends all its
time just testing the security updates that come out
from Microsoft. And those come out on a monthly

ound Off

cycle. In the next few weeks we're going to post on our
tech support Web site a security page where we'll have
information about all of the testing we've done with
the security updates from Microsoft.

Bill Sherwood, Progressive Software
Solutions: From a system integrator’s point of view,
I think it all comes down to the time that you need to
dedicate to keeping up with the technology. We have
an internal resource that spends a certain period of
time per week on this, primarily at MSDN
(www.msdn.com). From our perspective, you have to
have a dedicated resource to keep up with the tech-
nology as it changes.

Q: What are Wonderware’s plans to address
the risks of upgrading, system integrator and
OEM participation in beta programs, and clear
definitions of what'’s supported in upgrades?

Mike: Over the last 18 months to two years, we've
spent a lot of time looking at these issues. Clearly,
when our customers upgrade we want to do that in a
way that doesn’t impact their ongoing operations. As
such, we've focused a lot on our hot fixes and patch-
es. We have a strict discipline about when we give
somebody a fix, or when a patch goes out, that there’s
arecord kept of all fixes given to all customers that we
carry forward. Because if you give a customer a hotfix,
they don't want to find when they upgrade that the fix
isn't in the release. We've also done a lot of work with
patches to make sure that when somebody applies a
patch it’s very predictable as to what will be fixed.
With major releases, we put a lot of effort in testing;
we do a lot of applications-level testing where we try
and use as many customer applications as we can.

Consider InTouch 9.5, for example, we had over 60
customer applications that we used just for doing
upgrade testing—just to make sure that if you took an
existing application and upgraded it that it still
worked.

In our beta program, it's important to know there’s
a commitment on both sides. If you're a system inte-

grator or a customer, we give it to you because we



want you to test the software and give us feedback,
because if we don't get feedback there’s no great value
in it for us. It’'s important to realize that beta programs
are not just a way to get the software early, it's really a
two-way benefit. There are things that get found in
beta testing that we're never going to find in our labs.
It's a very beneficial process for us.

In terms of defining what's supported in the
upgrades, there’s actually a lot of information available
about our products and what we support, in terms of
what versions of what product work with which other
versions. For those of you that have used the tech sup-
port Web site,
FactorySuite support that will tell you exactly which

there’s an area there under
versions of the product work with other versions. It
also tells you exactly what operating systems are sup-
ported. We also have information that's part of our
user documentation that gives minimum and recom-
mended configurations for systems.

In the next few weeks we'll also be publishing infor-
mation about the testing we do with the Microsoft
security updates.

Also, you should know about the deployment
guides, particularly the FactorySuite A* deployment
guide. We take a lot of the information that we learn
internally, particularly during testing—in terms of
topologies, system sizing, and performance—and put
that in the deployment guides.

Tim Sowell, Wonderware: I've had a few
people ask me about the beta process—how they can
get onto it and how we choose who's included. First,
we have a limited beta program; we don’t put it out to
thousands of people. We put it out to a select few by
invitation, targeting those people who are going to give
us solid feedback and solid testing. We then give it out
on a first-come, first-served basis. If you don't provide
useful feedback, then there’s a good chance you won't
get invited the next time. I'm not talking about posi-
tive feedback here, just good feedback about the soft-
ware—noting where problems are.

Milee: When Tim refers to “good feedback,” he’s
talking about finding bugs, or instances where the
software might not be doing what it should. That’s the
type of feedback we're looking for. You have a differ-
ent perspective on the software than we do. You use it
in different types of applications, and that feedback is
invaluable.

Mark Voigtman, Baker & Daniels: There
are, of course, some legal issues related to this topic
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for system integrators. Whenever you do anything
with a control system, whenever you change some-
thing, whether from an upgrade or a patch, that cre-
ates legal liability. And whose liability it is will depend
on a number of things. First, what is the upgrade?
What's the impact of it? What do the documents—
the contractual relationship—say? What do the par-
ties do and say?

The main legal problem that's created from an
upgrade or a patch is that it's an implicit admission—
a recognition, legally—that something needed to be
upgraded. It's also something that’s potentially disrup-
tive to the system. When it comes to beta programs, if
I'm Wonderware or Microsoft, I can’t conceive of a sit-
uation where [ would let those go out without getting
indemnification/hold-harmless agreements signed.

Q: What's the motivation, from the system
integrator viewpoint, to migrate legacy systems
to current technologies?

Bill: Besides the obvious benefits of license and
services revenue, there really are two things we key
on. One of them is the selling point of support going
forward, both on an application/standard software
level and on the operating system level. The second is
the feature set—the enhanced features of the product
to which you're upgrading.

Tim: Other issues to consider relate to the plat-
forms. Platforms are now going out every 12 to 18
months. There will be hotfixes, there will be patches,

Wonglerware supports |

ts

current product releases for

an extended period of ti
We provide patches for

me.
up to

three years after the product’s

been released, and we

offe(

hotfixes for up to five years.
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there will be service packs, but obviously those will all
be rolled into the next release. So physically that's part
of the hardening. Plus, we're building features. We'll
only be working and building those on the current,
and maybe the current version minus one. We tend
not to work with the previous versions. This even
impacts the interaction between the products. If you
look at it today, you want the hierarchical structure of
ArchestrA inside InSQL, therefore you have to have
IAS 2.1 and InSQL 9. It’s not offered with 2.0 and
8.0. It’s all a mix of certain combinations, that’s what
we've tested, where we've made two or three compo-
nents work together.

Gerald Walsh, Microsoft: There are two
major forces for motivation of any extension of func-
tionality—getting those features that your current sys-
tem doesn’t have and compatibility/support. Consider
this scenario: if your system was written in VB 6, you
should know that Microsoft just changed its support
policy on that. VB 6 is no longer supported, and you've
become a second-class citizen with .NET; you'll have
to pay to get the support you once got as part of your
license originally. So supportability and extensibility of
the application are two large motivating factors for
upgrading.

Q: How do we accommodate patches and new
releases in a regulated environment to ensure
repeatability and predictability?

Milke: One issue that comes up is when a cus-
tomer in a regulated industry installs the software,
they have a bug, and they need a fix for it. Typically
what we would do is provide a hotfix, which is really a
fix for a single issue. Part of the issue you run into
there is if the hotfix is not fully tested—we typically
run hotfixes because we need to do them quickly—
and they don't go through the full cycle of testing.
That can pose a problem, particularly in the regulated
industries.

There are a couple of options. One is to wait until
a patch comes out; a patch is fully tested. In some
cases, we've actually provided customers with a fully
tested fix, which is just like a patch with essentially
one fix in it. But we have to consider the business jus-
tification for doing that. It's an expensive proposition,
but when it's needed welll do that. In a regulated
industry you have to look at a patch and see what's
being fixed. Does the fix have an impact? Is there any
re-validation that needs to be done? We try and con-
trol it in such a way that the impact is relatively small
for a customer.

With a full release of a new product, there are going
to be a few fixes needed. That poses more of a chal-
lenge to the system integrator, who needs to see if
there is new functionality that impacts the operation,
which may require some re-validation. In terms of
moving to the latest release, we do support our cur-
rent releases of product for an extended' period of
time. We provide patches with them for up to three
years after the product’s been released, and we offer
hotfixes for up to five years. So in a situation where
software has been installed in a plant, and it's been
validated and the customer wants to keep it that way,
they can plan when they want to do their upgrade and
we support them on that release. I think that’s part of
the effort that needs to go into figuring out what's the
right time to do that re-validation.

Q: What is the business benefit for system
integrators of .NET technology and toolkits
adoption?

Bill: T think the goal or the business benefits we
talk about are ease of use and the reusable engineer-
ing that you can take from project to project to make
yourself more competitive and increase your margins.

Tim: Another benefit to .NET is the low integra-
tion cost of Web services and XML. Everything’s going
down this path. For many integrators, the whole goal
is reuse and propagation, which is also the goal of both
NET and ArchestrA.

Gerald: A major aspect is the broad range of
developer skills it addresses. One of the great things
about using .NET is that it comes with four basic lan-
guage compilers already built into it, and there are
more than 30 others that are available through third
party vendors. You can leverage the existing program-
ming knowledge of your development staff without
having to go out and retrain them. Of course, they'll
have to do some minor training to get up to speed with
the framework and how it's going to operate. But the
basics of their language—that core that they're going
to be working with—are retained. So there’s going to
be a much lower cost point in terms of developer
training, or hiring of new developers to utilize the new
technology.

Another great thing about it is the large pool of
available developers on the market right now.
According to current Microsoft stats, some 65 to 75%
of all developers have some knowledge and skills in
.NET or Microsoft technologies. The developer
resources available to companies that are upgrading to
.NET are phenomenal. ®
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Integrating with Bizlalk Server

Though one might be tempted to think that Microsoft
solutions are only for Microsoft shops, this is not the case.
As amatter of fact, the vast majority of Bizlulk Server cus-
tomers use it in tandem with J2EE components.

Nearly every business today is heterogeneous when
it comes to technology. A single enterprise may, for
example, use Microsoft .NET and J2EE for application
development and deployment; databases such as
Microsoft SOL Server, IBM DB2, and Oracle; and any
of the hundreds of available software applications, not
to mention those that are homegrown.

Built on XML standards supporting Web services
and harnessing the .NET framework, BizTalk Server
2004 provides support for complex, long-running trans-
action processes. Furthermore, BizTalk Server tools
hosted in Visual Studio .NET 2003 are particularly
helpful to system integrators needing to develop appli-
cations for specific projects.

For system integrators working in the manufacturing
industries, a key fact to know about BizTalk Server is
how, using a range of adapters from both Microsoft and
third-party suppliers, it enables process-to-process con-
nectivity—an important integration capability to have
when connecting disparate business processes within a
manufacturing operation. Standard adapters from
Microsoft include HTTP, Web services (SOAP), FTP,
SOL Server, SMTP, SAP adapter, and SharePoint.
Third-party adapters are available for PeopleSoft,
Oracle, J2EE, and electronic data interchange.

Other key integration features of BizTalk Server
2004 include:

= Core messaging engine;

= Ability to consume, orchestrate, and manage Web

services;

¥ Business rules engine;

# Business activity monitoring;

 Integrated development environment;

# Core orchestration/workflow capabilities

for business process design; and
# Real time tracking and system administration.

Managing Business Process

BizTalk ties together disparate applications with a
development and execution environment called BizTalk
Orchestration services. Built on a .NET-based engine
and featuring a graphical user interface hosted in Visual
Studio, Orchestration enables the user to model and
execute business processes through business rules.

As a system integrator, you know that business rules,
which embody the decisions embedded in a business
process, are used as a basis for the applications that
underlie both business and operations processes. Due
to their nature, these rules tend to change more often
than the processes themselves. BizTalk Server allows
users to change business rules directly within an appli-
cation by using the Business Rule Composer, using
information abstracted from process and user code.
These rules are then run on BizTalk Server's rules
engine, which keeps throughput high and latency low.

Once the rules are set and in place, BizTalk Business
Activity Monitoring makes it easy to track what is hap-
pening with business processes by capturing business
data and events from heterogeneous applications. This
feature complements existing SOL business intelli-
gence by allowing users to ask real-time questions like:
“How many units are waiting to be shipped right now?”
and “What is the total value of my finished goods inven-
tory today?”

The user can also ask aggregation questions, such as:
“How much does it cost to produce one unit today?” or
“What is the average throughput time for special orders
right now?”

What's Next?

As of March 2005, BizTalk Server 2004 had been
adopted by more than 4,600 customers, including 50%
of the Fortune 100, 40% of the Global 100, and 30% of
Fortune 500 companies.

Microsoft has added significant enhancements to
the upcoming release of BizTalk Server 2006. Additions
in the area of comprehensive management and opera-
tions include a new Microsoft Management Console
for enterprise management, a single view for operations
and monitoring, application-level management, and a
number of engine and infrastructure investments.

Windows Server System Integration within BizTalk
Server 2006 allows users to combine data from appli-
cations running in multiple environments, including
Windows 64 bit (x86), and provides support for SOL
Server 2005, Visual Studio 2005/.NET 2.0, and Virtual
Server 2005. It makes setup, upgrade, and deployment
easier through simplified setup; provides tools for enter-
prise application deployments; and allows for a seam-
less upgrade from BizTalk Server 2004.

Richard Seroter is Business Process Intelligence
"Technology Specialist, Microsoft. ®




Wonderware
Certified System Integrators

These firms have invested in training on key technologies to solve the problems you'll face at the different levels in your enterprise and
have taken steps to demonstrate an ability to deliver successful projects at those levels.
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Systems, Ltd.
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Convenient Software
Solutions (CSS)

Amanzimtoti, Kwazulu Natal,
South Africa

www.cs-solutions.co.za

Cougar Automation Limited
Waterlooville, Hampshire, UK
WWW.Cougar-automation.com

DCD Engineering Services Ltd.
Edmonton, AB, Canada
www.dcdengineering.com

Descom Industrial
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Lima, Peru

www.descomip.com
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Cincinnati, OH
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Montmelo, Barcelona, Spain
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Fosdick & Hilmer, Inc.
Cincinnati, OH
www.fosdickandhilmer.com
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Atkins plc
Nutley, East Sussex, UK
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Atos Origin Nederland B.V.
Amhem, The Netherlands
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Automated Control
Solutions, Ltd.

Burton on Trent,
Staffordshire, UK

www.acsolutions-ltd.co.uk

Automation Nation, Inc.
Houston, TX
Www.automationnation.net

Automatyka Pomiary
Sterowanie Sp. z.0.0. (APS)

Bialystok, Poland

www.aps.pl

G&0

Automatisierungsgesellschaft
MBH

Vlerden, Germany

www.gundo.deGijimaAST

Genius Autotomaco de
Sistemas, Ltda.

Sao Paulo, Brazil

www.gentech.com.br

Automation Centurion, Gauteng,

South Africa
www.ast.co.za

INDEFF SA.
Bertrange, Luxembourg
www.indeff.com

Integrated Concepts, Inc.
Winston-Salem, NC
www.thinkici.com

IPACT, Inc.
Valparaiso, IN
WWW.ipact.com

MAVERICK Technologies, LLC
Houston, TX
www.mavtech.cc

Autoware Sl
Vicenza, ltaly
Www.autoware.it
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& Associates, Inc.
Stafford, TX
www.bdpayne.com

Bay-Tec Engineering
Napa, CA
www.bay-tec.com

Briggs Automation, Ltd.
Holmes Chapel, Cheshire, UK
www.briggsplc.co.uk

Bytes Technology Group

Midrand, Gauteng,
South Africa

Www.btgroup.co.za

C.T.S. Trinidad Ltd.
San Juan, Trinidad & Tobago
wwwi.ctstrinidad.net

NTS Networks
Oy Jarvenpaa, Finland
www.nts-networks.com

Parsec Automation Corporation
Brea, CA
WWW.parsec-Corp.com

Polytron, Inc.
Norcross, GA
WWW.polytron.com

Prism Systems, Inc.
Mobile, AL
WWW.prismsystems.com

Progressive Software
Solutions, Inc.

Albany, OR

WWW.ps2inc.com

QSPEC Solutions, Inc.
Overland Park, KS
WWW.SPEC.COM

Quad Automation (Pty) Ltd.
Richards Bay, South Africa
lizb@quadautomation.co.za

Capley Marker Systems Ltd.

Risley, Warrington,
Cheshire, UK

44-1975-765855

Capula Ltd.
Stone, Staffordshire, UK
www.capula.co.uk

CMC FluidlQs
Napa, CA
www.controlmanufacturing.com

Comsoft
Pabianice, Poland
www.comsoft.az.pl

Control Design &
Development Limited

Fengate, Peterborough,
Cambridgeshire, UK

www.cddp.co.uk

Control Systems
Integration (Pty) Ltd.

Centurion, South Africa

www.controlsi.co.za

Ram-Tec Systems Pty Ltd.

Bedfordview, Gauteng,
South Africa

WWW.ramtec.co.za

Saber Engineering, Inc.
Auburn, CA
www.sabereng.com

Serra Systems, Inc.
Healdsburg, CA
WW\W.SEITa.com

Stone Technologies, Inc.
Chesterfield, MO
www.stonetek.com

TMV Systems
Engineering, Inc.

Phoenix, AZ

WWW.mV-inc.com

Total Systems Design, Inc.
West Chester, PA
www.totalsystemsdesign.com

Cordell Group Ltd.

Stockton on Tees,
Cleveland, UK

www.cordellgroup.com

Core Automation, Inc.
El Dorado Hills, CA
Www.coreautomation.com

Cougar Automation Limited
Waterlooville, Hampshire, UK
WWW.cougar-automation.com

Dahlen Systems, Inc.
Golden Valley, MN
www.dahlensystems.com

DCD Engineering Services Ltd.
Edmonton, AB, Canada
www.dcdengineering.com

Descom Industrial
Process S.A.C.

Lima, Peru

www.descomip.com



DIDELME SISTEMI stl
Castellanza, Varesg, Italy
39-0331-483-669-70

DL Engineering &
Controls, Inc.

Phoenix, AZ

www.dlecinc.com

Douglas Control & Automation
Cork, Ireland
www.douglas-esl.ie

E-Technologies Group, Inc.
Cincinnati, OH
www.etech-group.com

Electro Controles del
Noroeste S.A. de CV.
Hermosillo, Sonora, Mexico

WWW.ECN.COM.MX

ELITE Control Systems Limited
Livingston, West Lothian, UK
www.glitecontrols.co.uk

ENCO Enginyeria i Control S.L.
Montmelo, Barcelona, Spain
www.encoweb.com

Etteplan Oyj
Vantaa, Finland
www.etteplan.com

Flexware Innovation, Inc.
Fishers, IN
www.flexwareinnovation.com

Fluor Limited
Fareham, Hants, UK
wwwifluor.com

Fosdick & Hilmer, Inc.
Cincinnati, OH
www.fosdickandhilmer.com

Frakes Engineering, Inc.
Indianapolis, IN
www.frakesengineering.com

G&0

Automatisierungsgesellaschaft
MBH

Verden, Germany

www.gundo.de

GijimaAST Automation

Centurion, Gauteng,
South Africa

Www.ast.co.za

HG Systems Ltd.
Chesterfield, Derbyshire, UK
Www.hgsystems.co.uk

Hinz Automation USA
Highlands Ranch, CO
www.hinz.com

ICR (Ingenieria y

Control Remoto)
Albolote, Granada, Spain
958-430-005

IES PCA

Pleasley Vale, Mansfield,
Nottinghamshire, UK

Ww.iespca.com

INDEFF SA.
Bertrange, Luxembourg
www.indeff.com

Industrial Technology
Systems, Ltd.

Riverside Park,
Middlesbrough, UK

wwwwits-ltd.co.uk

Intech Process Automation, Inc.
Houston, TX
www.intech.com

Integrated Concepts, Inc.
Winston-Salem, NC
www.thinkici.com

Integrated

Telecommunication Systems
Rolling Meadows, IL
www.itsinfo.com

International Tobacco
Machinery Poland Ltd. (ITM)

Radom, Poland

www.itmgroup.pl

Invensys Process
Systems - Foxboro

Foxboro, MA

WWW.INVENsys.com

IPACT, Inc.
Valparaiso, IN
Www.ipact.com

Key Solution Systems de Mexico
SA.deCV.

Zapopan, Jalisco, Mexico
www ksolutionsystems.com

Kim Automation, Inc.
Austin, TX
www kimautomation.com

Lamping & Reisig

GmbH & Co. KG
Wildeshausen, Germany
www.lamping-reisig.de

M/R Systems, Inc.
Norcross, GA
WWW.mrsystems.com

MacDonald Humfrey
Automation Ltd.
Luton, Bedfordshire, UK

www.mhaltd.co.uk

Matrikon, Inc.
Edmonton, AB, Canada
www.matrikon.com

Matrix Technologies, Inc.
Maumee, OH/Knoxville, TN
Www.matrixti.com

MAVERICK Technologies, LLC
Houston, TX
www.mavtech.cc

Microtech International, Ltd.
Sp.zo.0.

Wraclaw, Poland

www.microtech.com.pl

Milkomatic Sp. z.o.0.
Stare Babice, Poland
www.milkomatic.com.pl

Mission Controls
Costa Mesa, CA
www.Missioncontrols.com

MX Technologies Co., Ltd.
Katsushika-ku, Tokyo, Japan
WWW.MXLjp

Newfield Automation Ltd.
Congleton, Cheshire, UK
www.newfieldautomation.com

NITTETSU ELEX Co., Ltd.
Kitakyushu, Fukuoka, Japan
WWw.ns-elex.co.jp

Northern Digital, Inc.
Bakersfield, CA
www.northerndigital.com

NTS Netwarks Oy
Jarvenpaa, Finland
www.nts-networks.com

Orlen Automatyka Sp. z.0.0.
Plock, Poland
www.orlenautomatyka.pl

Page Control Industrial, S.A.
Tres Cantos, Madrid, Spain
www.pagecontrol.es

Parsec Automation Corporation
Brea, CA
WWAW.Darsec-corp.com

PLKSystems
Moscow, Russia
www.plesystems.ru

Polytron, Inc.
Norcross, GA
www.polytron.com

Premier System Integrators, Inc.

Smyma, TN
WWW.premier-system.com

Prism Systems, Inc.
Mobile, AL
WWW.prismsystems.com

Pro-U-Sys, Inc.
Bakersfield, CA
WWW.rousys.com

Progressive

Software Solutions
Boise, ID/Albany, OR
WWW.ps2inc.com

PROLOGIC SRL
Fiorano Modenese, Italy
www.orion.itpprologic

QSPEC Solutions, Inc.
Overland Park, KS
WWW.GSPEC.com

Quad Automation (Pty) Ltd.
Richards Bay, South Africa
lizb@quadautomation.co.za

Quitman Electric
Company, Inc. (QEC)

Quitman, TX

WWW.CECSi.com

Ram-Tec Systems Pty Ltd.

Bedfordview, Gauteng,
South Africa

WWw.ramtec.co.za

Ready Engineering Corporation
Spruce Grove, AB, Canada
www.readyengineering.com

Revere Control Systems
Birmingham, AL
www.reverecontrol.com

ROMANSEL S A.
Guayaquil, Guayas, Ecuador
Www.romansel.com

RTSoft Company
Moscow, Russia
www.rtsoft.ru

Saber Engineering, Inc.
Auburn, CA
www.sabereng.com

Serra Systems, Inc.
Healdsburg, CA
WWW.SErTa.com

Silchester Control Systems Ltd.

Four Marks, Hampshire, UK
wwwisilchester.co.uk

Softechnik Sp. z.0.0.
Wroclaw, Poland
www.softechnik.com.pl

Solios Thermal Ltd.

\Wombourne, Wolverhampton, UK

www.solios.com

Stone Technologies, Inc.
Chesterfield, MO
www.stonetek.com

Syntronix, Inc.
St. Louis, MO
WWW.Syntronix.com

Systems Management
& Services

Witbank, Mpumalonga,
South Africa

www.industrisoft.co.za

TechComp, Inc.
Chesapeake, VA
www.techcomp.biz

Technord Automation
Tournai, Belgium
www.technord.com

Tecnau Transport Division Sir..
Lastra a Signa, Firenze, Italy
www.tecnau.it

Tesco Controls, Inc.
Sacramento, CA
Www.tescocontrols.com

Tetra Tech, Inc.
Ann Arbor, MI
www.industrial tetratech.com

The Cadalec Group
Blaby, Leicester, UK
www.cadalec.com

The Foxboro Company/
an Invensys Company

Middleburg Heights, OH

www.foxboro.com

TMV Systems Engineering, Inc.
Phaenix, AZ
WWw.tmv-inc.com

Total Systems Design, Inc.
\West Chester, PA
www.totalsystemsdesign.com

Toucan Technologies Ltd.
La Romaine, Trinidad & Tobago
868-657-4483

TriCore/AEA
Racine, WI
www.tricore.com

TVC Systems
Portsmouth, NH
WWw.tvesystems.com

Visual Control Sp. z.0.0.
Cracow, Poland
www.visualcontrol.com.pl

Wunderlich-Malec Engineering

Littleton, CO/ Scottsdale, AZ
WWW.WMENg.com
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Securing Control Networks

t was, the plant process engineer recalled later,

like helplessly watching a train wreck. Or an out-

break of the flu. One by one the systems on the

plant floor, the ones running the process control
network (PCN), quit responding and shut down. As
they did, the machines that made the engine parts
stopped and the factory grew quiet.

Fortunately, fail-safes built into the equipment and
PCN by the process engineering group confined the
damage to money lost as a result of downtime alone.
No one was injured, but it took days to stamp out and
inoculate against the worm that had crawled into the
PCN through the corporate network.

Unfortunately, this incident isn't an isolated event.

“I hear similar stories almost every day,” says Rich
Clark, an industry security expert and spokesperson for
Invensys Wonderware.

As for why such horror stories are common, it's a
result of threats and network security measures that
either aren't followed or aren't really designed with
process control and SCADA (supervisory control and
data acquisition) environments in mind. Such settings,
designs, and thinking are foreign to many IT profes-
sionals. Additionally, methods of breaching secure net-
works with viruses and other malware are freely avail-
able on the Internet with instructions on how to build
them and enter a target enterprise via the corporate net-
work through an unsuspecting email user or Web
surfer.

Wonderware understands PCNs and SCADA sys-
tems and has developed concrete guidelines to help
secure such networks. A principal component of these
guidelines involves paying attention to the technology
basics and treating a PCN as an end device—not as a
collection of individual machines as many IT depart-
ments often do.

The Network as One Device

When it comes to a network, technology basics
revolve around the communication protocols that pro-
vide the groundwork for the network itself. Most cur-
rent network designs often put the PCN on the same
footing as the corporate network—uwith everything sit-
ting behind a firewall and a demilitarized zone, or
DMZ.

Though DMZs have a proper place, especially for
Web and email servers, the problem is that the DMZ in

typical network designs lies between an organization’s
internal network and external networks, such as the
Internet. This means that any internal host is allowed
connection to the outside world.

Furthermore, all networks in this architecture are on
the same administrative domain. This means the PCN
itself is susceptible to failures of and attacks on the cor-
porate network. So a virus or worm that penetrates the
office network can move into the PCN or SCADA sys-
tem and spread throughout the factory floor.

Beyond the security problems, there’s a bandwidth
issue to deal with as well in this type of network archi-
tecture. In a typical IT-designed enterprise, separate
firewalls sit between a PCN and the application servers
in the DMZ as well as the corporate network.

The firewall between the PCN and the DMZ can fil-
ter a lot of data traffic, especially in a large enterprise
where many machines are constantly communicating
with the servers. This flood of traffic has to pass
through the firewall in both directions, potentially over-
whelming it, says Clark.

One solution, which has been verified to be secure
through
Wonderware using available security practices, designs,

laboratory testing and modeling by
and hardware, and subsequent implementations by
several large customers, is to treat the whole PCN as
one end device. In this arrangement, a firewall sits
between the process control secure area, an effective
DMZ, and the corporate network.

Most of the traffic within the PCN flows over a
secured network, with a workgroup, virtual LAN, or
domain controller (depending on the scale of the enter-
prise) connecting factory machines to application
servers, engineering stations, and other devices.
Microsoft Active Directory, which stores information
and settings relating to an organization in a central,
organized, accessible database, can be connected to the
VLAN and used to manage users and PCN domain
security in larger enterprises. As a result, minimal traf-
fic passes through the firewall sitting between the cor-
porate network and the PCN.

In addition, there is only a single point of entry into
the network using this architecture scheme, effectively
separating the PCN from its corporate cousin. This
architecture also removes bandwidth consumers such
as personal emails and Web surfing from the PCN.
Additionally, the single point of entry allows preemptive



security appliances like a 3COM-Tipping Point Device
to be added to filter and protect the secured area of the
PCN.

Effectively employing this approach does require a
change in thinking among process control and IT
groups. Pulling it off successfully frequently takes a
team composed of people from both organizations.

As for secure communication protocols to be used in
this kind of system architecture, the one favored by the
most secure government agencies is [PSec. A standard
for securing Internet Protocol (IP) communications,
IPSec encrypts and/or authenticates all IP packets and
provides security at the network layer. It is closer to the
physical network hardware than other communication
protocols and is part of the upcoming IPv6, also known
as the next generation Internet protocol.

Threats Abound

Since it's impossible to create an enterprise that’s
100% secure, it's necessary to prioritize threats. The list
of potential problems is long, with external threats such
as organized crime and terrorism directed against a
plant or its customer’s being one possibility. There are
also internal threats arising from disaffected staff and
contractors.

Some of the attacks will exploit social engineering,
where the intruder attempts to trick an insider into giv-
ing up the information needed for the attack to suc-
ceed. There have also been advances in freely available
hacking tools that allow increasingly sophisticated
attacks with less and less intruder technical knowledge.
Today, attackers can infect innocent computers, turn
them into zombies, and then launch distributed attacks
that relentlessly probe for a weakness.

That's where the 80/20 rule comes into play. Some
80% of attacks are relatively easy to defend against. The
remaining 20% can require increasingly larger amounts
of money and resources to prevent. Fortunately, the
most probable attacks are almost always the ones that
are easiest to defend against. However, only by con-
ducting a risk analysis and risk assessment can threats
be properly categorized and mitigated. When a formal
risk assessment is conducted, the probability of each
identified attack or risk occurring is determined and put
on a scale between a value of one, or having a 100%
chance of happening, and 0, or having a 0% chance of
occurring. Real world threats fall between these two
extremes.

Armed with such an assessment, a committee with-
in a company can establish written corporate security
policies and procedures. Composed of subject matter

A SUPPLEMENT TO CONTROL ENGINEERING MAGAZINE
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experts, the committee should include process engi-
neers and IT personnel who are being, or have been,
cross-trained in each other’s area.

It's especially important to get executive and upper
management buy-in and adherence to the resulting
policies and procedures. No one within the organiza-
tion can be exempt from these policies and procedures.

Sweet Security

Clark has a final recommendation that should appeal
to anyone who'’s ever watched a network crumble under
the onslaught of a virus or worm. “Set traps. Use ‘hon-
eypots.’And go after the attackers,” he says.

Deliberately inviting assault, “honeypots” lure attack-
ers by offering the sort of ill-defended target they seek.
By monitoring the attackers’ activities on these devices
that appear to contain valuable data and processes, 1T
and process control personnel can get a better idea
about who the attackers are, where attacks are originat-
ing, and what their likely avenues of assault will be.
That, in turn, can help strengthen defenses and the
security of the rest of the network, and if necessary, the
company can involve the Department of Homeland
Security to catch and prosecute the attackers by pro-
viding the forensic information that was captured and
recorded by observing the attack. As an added bonus,
turning the tables on intruders can be its own reward.
That proactive approach, along with the right network
design and company policies, can help ensure that your
company isn't sitting there helplessly watching as the
network goes down. B




to Faster Project Start-Ups

How the unifying framework of ArchestrA technology
within Wonderware software offerings absorbs project
application changes and allows capture and reuse of engi-
neering for Supervisory HMI, SCADA, Production and
Performance Management applications.

When system integrators focus on system develop-
ment and lifecycle costs, there are four areas of impact
that must be considered:

Initial application development costs—
these costs involve the number of traditional equipment
tags the project requires, such as tags that include infor-
mation about equipment groups, instances per group,
and /O points associated with each instance. Other
costs to be considered at this point include project scope
changes, the average percentage of the original applica-
tion affected by each typical change, the number of
supervisory PC nodes, and the annual cost per person
for application development.

Re-use of work in other projects or
sites—estimation of lifecycle cost issues associated
with re-use of work at additional projects or sites
involves consideration of the number of sites with simi-
lar equipment and lines, the required work to modify
applications for new purposes, time needed for collabo-
ration, and re-certification of systems.

Ongoing maintenance costs—costs to be
considered here are based on the expected life of the
system, which entail the average frequency of ongoing

application changes per year, percentage of the applica-
tion that changes, the typical frequency of system prob-
lems each year, and travel costs associated with remote
maintenance.

Incorporating manufacturing execution
systems and production/performance
applications—this is an area where costs can
really get out of hand, as this issue involves designing or
buying a large software application, the integration of
that system with the client’s existing ERP and/or MES
applications, all associated databases, and multiple
automation systems and devices.

Regardless of whether you, as a system integrator,
are faced with the incorporation of a Production
Management (MES) or Performance Management
(KPI, Reporting) application, the first three issues
should be core consideration for every one of your
projects. And with increasing regulations and global
competition, requests for Production and Performance
Management types of applications are increasing
dramatically. And with increasing regulations and
global competition, requests for MES-level applications
are increasing dramatically. So if many of your clients
aren't yet asking for such applications, it’s a safe bet they
will be soon—no matter the size of the company.

Making the most of it

Seeing this commonality of engineering issues related

In this example, we're considering a plant supervi-
sory application that has 27 double seat valves, each
with 6 I/O points that define the valve's operation.
This means that 162 tags (27 valves X 6 I/O per valve)
must be created in a traditional SCADA system.

Using component object-based SCADA, a com-
mon valve object template is created and compo-
nents that represent each valve are instantiated or
replicated from that object template.

If it takes 0.4 hours per tag to develop the applica-
tion for a traditional, tag-based system (not includ-
ing graphics or PLC control logic development) and
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2 hours to develop a valve object template plus 0.4
hours (20%) more per component instance to cus-
tomize each valve in the application, the initial
development effort using the object template is cut
by 80%. For ensuing application change efforts, the
time savings increases to 96% over traditional tag-
based methods.

A key component of the savings is that an object
template encapsulates scripting, security, alarming,
events, history configuration, and device communi-
cations. In a tag-based system, all of this needs to be
programmed using additional memory tags.



to project lifecycles, Invensys Wonderware developed
ArchestrA technology to address them. ArchestrA is
not a product you can buy as a stand-alone product—it's
a software platform built-in to and integrated with
most Wonderware products including the Industrial
Application Server, InTouch HMI visualization, InSQL
Server historian, and others.

# Deliver a unifying framework using a common set
of services standard to all applications, like configura-
tion, security, communications, diagnostics, and storage.
The ArchestrA architecture normalizes all data into a
common integration layer, meaning that ArchestrA can
connect all information systems, plant systems, plant
equipment, and networks. As a result, functionality can
be added to a project and systems upgraded throughout
the project’s lifecycle with minimal risk, thereby increas-
ing the functional value of the project over time.

5 Absorb functional changes that result from project
expansion or performance analysis as well as architec-
tural changes by adapting to network topology changes.
ArchestrA's expansion and maintenance tools coupled
with its shared architecture with other software and
hardware products help extend the useful life of the
project.

= Operate on a component-based model that allows
the capture and re-use of engineering for Supervisory
HMI, SCADA, Production
Management applications, providing the ability to scale

and  Performance

the project as needed, when needed—shortening the
time from project conception to commissioning.

The bottom line is this: reduced engineering time =
reduced cost, which leads to a greater return on
investment and reduced total cost of ownership for the
system integrator and the client.

How it works

Object-oriented development is at the core of
ArchestrA’s This is
ArchestrA's project scaling ability via engineering

architecture. what enables
re-use, thereby lowering costs.

To better understand how object-oriented software
works in the engineering world, think of a cookie
cutter. A cookie cutter is basically the same thing as a
“parent template” in object-oriented software. The cook-
ies cut with a cookie cutter are “objects” in the software
world. Typically, small software programs are developed
as templates that can be stamped out and joined togeth-
er to form an application. The benefit in the software
world is that after the “cookies” are stamped out, if the
template is changed, all of the cookies already made
with the original template are automatically updated to
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reflect the change to the template.

In Wonderware’s Industrial Application Server,
application objects represent physical equipment or log-
ical constructs, such as control loops. These
application objects contain all configuration elements
including 1/0 definitions, logic and scripting, history
configuration, security and access controls, and
alarm/event notification. This approach differs from tra-
ditional tag-based approaches which segment all config-
uration information into different databases and require
multiple editors to manage. By keeping all object con-
figuration related and contained within the object itself,
there is no need to use multiple editors to make sure
that the alarming, /O definitions, scripting, history, and
security are consistent for an object.

As an application example, consider a SCADA
package which involves the monitoring of many
similar devices and equipment. When a SCADA
package is truly component object-based, it operates in
a parent-child relationship in which parent object
templates are developed and then components are repli-
cated or instantiated from the parent objects. In this
manner, all children are tied back to the parent, so a
change in the parent can be replicated to any or all of
the children.

This automated replication and change propagation
translates into easier and more cost effective ongoing
system changes and expansions.

To better understand the cost savings that
engineering reuse brings to the table via component
object-based software, read the sidebar “HMI/SCADA
Application Savings Calculation” sidebar to this article.

With ArchestrA technology, objects are not relegat-
ed to being equipment centric. They can also be
information centric—containing calculations and
database connections, which means that these propa-
gation abilities can also be used in Production
Management (MES) and Performance Management
(KPI, Reporting) applications.”

Lifecycle benefits

With more than 700 ArchestrA technology-based sys-
tems in use, Wonderware has received a great deal of
feedback from system integrators about its impact on
their project lifecycles.

The most common theme heard from system
integrators is that though they may not see dramatic cost
savings when using Industrial Application Server on the
first project, savings ranging from 30-70% are not uncom-
mon when the same structures and templates created for
the first project are used on subsequent projects. ®
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